IMamsaTka 115 o0y4yaromuxcs no MHGOPMAMOHHO 0e30MaCHOCTH

C xaxapIM TroJIOM MOJIOJIE’KM B MHTEPHETE CTAHOBUTHCS OOJIbIIIE, a NIKOJbHUKHA OJHU U3 CaMbIX
AKTUBHBIX TOJIb30BaTesnel PyHera. Mexay TeM, NOMHMO OTPOMHOIO KOJMYECTBA BO3MOYKHOCTEH,
MHTEPHET HeCceT U MpoOieMbl. JTa namMsaTKa JOJKHA TOMOYb TeOe 6€3011acCHO HaXOUThHCS B CETH.

Komnviomepnvie supycoi

KoMnbroTepHblii BHpPYC 3TO Pa3sHOBUIAHOCTb KOMIIBIOTEPHBIX IPOTPaMM, OTIMYMTEIbHON
0COOEHHOCTBIO KOTOpPOU SIBJISIETCS CIOCOOHOCTh K Pa3MHOKEHHUIO.
B nononHeHne K 3TOMy, BUPYCHl MOTYT IOBPEIUTH WM MOJHOCTBIO YHUYTOXKUTH BCe (Daiiyibl U JaHHBIE,
MOJIKOHTPOJIBHBIE TI0JIH30BATEINI0, OT IMEHU KOTOPOro ObLIa 3aIylleHa 3apaXEHHas porpamMma, a TakKe
MOBPEINUTh WM JaXe YHUYTOXXUTH OIEPAlMOHHYI0 CHUCTeMy cO BceMu (aiimamu B 1enoMm. B
OOJIBIIMHCTBE CIIy4aeB PaCHpOCTPAHSAIOTCS BUPYCHI Uepe3 HHTEPHET.

MCTO[[BI 3alIUTBHI OT BPCAOHOCHBIX ITPOrpaMM:

1.  Ucnonw3yil COBpEMEHHbIE ONEpALlMOHHBIE CHUCTEMbI, HMEIOIINE CEepbE3HBI YpPOBEHb
3aILUTHI OT BPEJOHOCHBIX IIPOIPaMM;
2.  TlocrosHHO ycraHaBnuBaii martyu (uMQpOBBIE 3aIUIATKH, KOTOPHIE ABTOMATHUYECKH

YCTaHABJIMBAIOTCS C LENBIO JOPAOOTKH TMPOrpaMMbl) M Apyrde OOHOBJICHHUS CBOEH ONEeparMmoHHON
cucrembl. CkaunBail MX TOJBKO ¢ opHUIMATIBHOTO caiita papadorunka OC. Ecnm cymiecTByeT pexum
aBTOMATHYECKOT0 OOHOBIICHHUS, BKIIIOUH €TO0;

3. Pabotaii Ha cBOEM KOMIIbIOTEpE O] NpaBaMM IOJIb30BATENs, @ HE aAMUHHUCTPATOpa. DTO He
II0O3BOJIUT 6OJII)HH/IHCTBy BPCAOHOCHBIX IIPpOrpaMM HWHCTANIMPOBATHECSA Ha TBOCM IICPCOHAIIBHOM
KOMITBIOTEPE;

4.  Vcnonb3yil aHTUBHPYCHBIE HpPOTPaMMHBIE NPOIYKTHI H3BECTHBIX IPOU3BOJIUTENCH, ¢
aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

S. Orpanuub pU3NYECKUI TOCTYN K KOMIBIOTEPY /711 HOCTOPOHHUX JIMIL;

6.  Mcrmonp3yil BHEmIHHE HOCHTENH HH(OpMAIMH, Takue Kak (Quemka, JUcK win dain u3
MHTEPHETA, TOJIBKO U3 MPOPEPEHHBIX UCTOYHUKOB;

7. He otkpsiBaii KOMIBbIOTEpHBIE (ailibl, MONyYeHHbIE U3 HEHAJEKHBIX UCTOUHUKOB. Jlaxe

Te (aiibl, KOTOphIe MpUCHIal TBOM 3HAKOMBIN. JIyullle yToUHH y HEro, OTIpaBIIsyI JIU OH TeOe HX.

cemu WI-FI

Wi-Fi - 370 He Bu nepeauu JaHHBIX, HE TEXHOJIOTHS, a BCEro JuIb OpeH 1, mapka. Emte B 1991
roAy HUjaepiaHjackas kommnaHus 3apeructpuponana openn « WECAy, uyto 0003Hauasio Cl0OBOCOYETaHUE
«Wireless Fidelity», koTopslii mepeBoAUTCS Kak «OeCpOBOIHAS TOUHOCTHY.

Jlo Hamero BpeMeHU Jolia Apyras abOpeBuaTypa, KOTOpas SBISETCS TaKOH K€ TEXHOJIOTHEH.
Dto abopesuatypa «Wi-Fi». Takoe Ha3BaHuMe OBUIO JaHO C HAMEKOM Ha CTaHAAPT BBICIIMN 3BYKOBOM
texuuku Hi-Fi, 4To B mepeBojie 03HaYaeT «BHICOKAS TOUHOCTHY.

Ja, OecnnaTHBI MHTEpPHET-IOCTYN B Kade, OTENsiX U adporoprax SBISETCS OTIWYHOU
BO3MOXKHOCTBIO BbIXOJIa B MHTepHET. HO MHOTHE 3KCIepThl CUUTAIOT, uTo obmmenoctymubie WiFi cetn He
SIBJIIOTCSI 0€30I1aCHBIMHU.



CogeThl 10 Oe30macHOCTH paboTe B 001Ie10cTyMHBIX ceTsax Wi- Fi:

1.  He mepenaBaii cBOtO THuHyI0 HHpopManuio yepe3 oomenocrymabie Wi-Fi cern. Paboras B
HUX, J)K€JIaTeIbHO HE BBOJUTH MMAPOJIH AOCTYIA, JOTHHBI U KaKue-TO HOMEpa,;

2.  Hcrnonw3yilt 1 OOHOBISM aHTUBUPYCHbIE MpPOrpaMMbl M OpaHamayep. Tem caMbIM Tbl
oOe3omacuib ce0st 0T 3aKaYKH BHPYCa Ha TBOE YCTPOUCTBO;

3. Ilpu wucnone3oBanuu Wi-Fi otkmoun ¢ynknuo «OOmmii goctynm K ¢aiiam u
npunTepam». Jlannas GyHKIMA 3aKpbITa [0 YMOJTYAaHUIO, OJJTHAKO HEKOTOPBIE MOJIb30BATEIH AKTUBUPYIOT
e€ U1 ynoOCTBa MCIOIh30BaHUS B padoTe WK yueoe,

4.  He ucnons3yit myonuunsiii WI-FI ans nepegaun muyHbIX TaHHBIX, HAPUMEp VIS BBIXO/A
B COLMAJIBHBIC CETH WX B 3JICKTPOHHYIO TTOYTY;

5. Hnonp3yii TobKo 3amuineHHoe coenunenne yepe3 HTTPS, a ne HTTP, T.e. npu nHabope
BeO-aapeca BBOAM UMEHHO «https://»;

6. B moOmibHOM Tenedone orkiaroun ¢ynkiuio «lloakmouenne k Wi-Fi aBromaTiueckmy.
He nonyckait aBToMaTn4eckoro noAKIto4YeHus ycrpoiictsa k cersm Wi-Fi 6e3 TBoero cormiacusi.

COuuaﬂbele cemu

ConmanbHble CETH aKTHBHO BXOJSAT B HAIIy JKW3Hb, MHOTHE JIIOAW pabOTalOT M JKUBYT TaMm
OCTOSIHHO, a B Facebook yxe 3apernctpupoBan MUILIHAP/T YEIIOBEK, UTO SBISCTCS OJHOM CEIbMOM BCEX
KHUTENeW IIaHeTl. MHOTHE IOJIb30BaTeId HE MOHMMAIOT, 4TO HWH(OpMAaIus, pa3MelieHHas UMH B
COLIMAJIbHBIX CETSIX, MOXKET ObITh HaiiieHa U UCIONIb30BaHa KEM YTOJHO, B TOM 4YHCJe HE 00s3aTEIbHO C
OnaruMu HaMepEeHUSIMH.

OCHOBHBIC COBETHI 10 OC30IaCHOCTH B COIMaJIBHBIX CCTAX:

1. Orpanuub coucok npy3eil. Y 1e0st B APYy3bsX HE JOJDKHO OBITH CIYyYailHBIX W HE3HAKOMBIX
JTIOJICH;

2. 3ammmail cBOIO 4YacTHyIO >kM3Hb. He ykaspiBalf mapoisiu, TeneqoHBbl, aapeca, JaTy TBOETro
POXAEHUS W JpYryl0 JH4YHYO HH(OpMauio. 3JI0yMBIIIJIEHHUKM MOTYT HCIOJNb30BaTh JaKe
MH(pOPMAIIHIO O TOM, KaK Thl U1 TBOM POJIUTENH IJIAHUPYETE IPOBECTU KaHUKYJIBI;

3. 3amumiaii cBOIO pemyTaluio - JEpKU €€ B YUCTOTEe M 3ajaBail cebe Bompoc: XoTen Obl Thl,
4qTOOBl JApYyrHe TIOJb30BaTeNId BHJENU, 4YTO Thl 3arpyxkaems? Ilogymaii, mnpexzae uYeM 4YTO-TO
OITy0JIMKOBATh, HAITUCATh U 3aTrPY3UTh;

4.  Ecau ThI TOBOPUIIB C JIIOABMH, KOTOPBIX HE 3HACIIb, HE UCTIOIB3YH CBOE pEATbHOE UMS H
APYTYIO THYHYI0 HHPOPMALIUU: UMsI, MECTO JKUTEILCTBA, MECTO Y4eOBI U IpoYee;

5. U30eraii pazmenienus pororpaduii B InTepHere, rae Tel H300paXxeH Ha
MECTHOCTH, 110 KOTOPOH MOYHO OIPEJIEIUTh TBOE MECTOIOJIOKEHHE;
6.  Ilpu peructpaiuu B COUMAIBHON CETH HEOOXOUMO UCTIOIb30BAThH CIIOKHBIE
napoJiu, cocrosiimue u3 OykB ¥ LU(p U C KOJIMYECTBOM 3HAKOB HE MeHee §;

7. Jlng counanbHOM ceTH, HOYTHI U APYTUX CATOB HEOOXOJMMO HCIIONIb30BaTh pa3Hble
napoiu. Toraa eciau Te6s1 B3IOMAIOT, TO 3JI0YMBIIIJIEHHUKHY TOTyYaT JOCTYI TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3y.

Inexmponnvie [[enveu

SJICKTpOHHLIC JACHBI'M-3TO OYCHb y,Z[OGHBIfI cIoco0 nnaTexceﬁ, OOHAaKO CYHICCTBYIOT

MOIIICHHUKH, KOTOPBIC XOTAT HOJYUUTH 3TU ACHBI'U.

ONEKTPOHHBbIE JEHBI'M NOSBWINCH COBCEM HEIABHO M MMEHHO H3-3a 3TOIO BO MHOIMX
rocyapcTBax J0 CUX IOp HE IMPONMCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM QYHKIMOHUPYIOT U O HHX YK€ MPOIMHCAHO B 3aKOHE, TNIe UX Pa3JeisaioT Ha
HECKOJIbKO BH/IOB — aHOHHMHbIC U HE aHOHMMHBIE. Pa3HHIIa B TOM, 4YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX



paspeimiaercss MPOBOAWTH omepauuu 0e3 HIAeHTU(UKALKUK T[0JNb30BaTeNs, a B HEAHOHMMHBIX
UICHTU(QUKAIIUH TT0JIb30BaTeNs ABISETCS 0053aTeIbHOM.

Taxxe cienyer pa3nuyarh 3JEKTPOHHbIE (PUATHbBIE AEHbIU (PaBHBI TOCYIaPCTBEHHBIM BaJIOTaM)
U DJICKTPOHHbIE He(UATHBIEC ACHBIH (HE PaBHBI TOCY/IaPCTBEHHBIM BAIIOTAM).

OcHoOBHBIE COBETHI 110 6€30MaCHOI paboTe C IIEKTPOHHBIMU JCHbIaMU:

1. IlpuBsku K cueTy MOOWIBHBIM TeiaehoH. DTO caMblii YIOOHBIH M OBICTPBHINH CIIOCOO
BOCCTaHOBUTH JIOCTYI K cdery. [IpuBsizaHHBIN TenedoH MOMOXKET, eciiu 3a0yJelib CBOHN IIaTeKHBIN
[apoJIb WM 3ai€IIb HA CAT C HE3HAKOMOT'O YCTPOMCTBA;

2.  Hcnonw3yit omnopasoBble maponu. [locne mepexona Ha yCUJICHHYIO aBTOpPHU3ALUIO TeOe
yKe He OyZeT yrposkKaTh OMAaCHOCTb KpaXKu HJIM IiepexBaTa IJIaTeKHOTO HapoJis;

3. BriOepu cnoxublii maposb. [IpectynmHukam OyneT HE MPOCTO yraiaTh CIOXKHBIN IMapoib.
HanexHple mapoinu — 3TO Mapoiu, KOTOPBIE COIepKaT He MEHEe 8 3HaKOB M BKIIIOUYAIOT B ce0s1 CTpOYHbBIE
U TponucHble OykBbl, LUGPBI ¥ HECKOJIBKO CHMBOJIOB, TakWe KaK 3HAK Jojuiapa, (yHTa,
BOCKJIMIIATENBHBIN 3HAK U T.11. Hanpumep, $tRONQ!:;

4. He BBOAM CBOM JIMYHBIEC JAHHBIE HA CAlTaX, KOTOPBIM HE J10BEPSCIb.

9ﬂ€Kmp0HHa}Z noima

ONEKTpOHHAs NOYTa — 3TO TEXHOJIOTHS U IPEJOCTABISIEMBIE €I0 YCIYTH IO IIEPECBUIKE U
MOJTYYCHUIO DJIEKTPOHHBIX COOOMICHWH, KOTOpPBIE PACIPENENIIOTCsS B KOMIBIOTEpHOUW ceTH. OOBIYHO
AJIEKTPOHHBIA TMOYTOBBIM SIIUK BBITJSAUT CICAYIOIMM OOpa3oM: UMS MOJb30BATEIS(@UMS JIOMEHA.
Taxoke Kpome nepegadn IpocTOro TEKCTa, UMEETCsl BO3MOKHOCTD IepeaaBarh (haiibl.

OcHoBHBIE COBETHI 110 6€30MacHOM paboTe C INEKTPOHHON MOUTOM:

1. Hamo BbIOpaTh NpaBHIIBHBIA MOYTOBBIA CepBHC. B MHTEpHETE €CTh OIPOMHBINA BBHIOOP
OecrIaTHBIX MMOYTOBBIX CEPBHUCOB, OJJHAKO JIYUIIIE TOBEPSITh TEM, KOTO 3HACIIb U KTO MEPBLI B pEHTHHTE;

2.  He yka3biBail B TMIHOU moUTe JTHUHYIO HH(popMaruo. Hanpumep, myudiire BEIOpaTh

«My3BIKaITbHBIN _(panaT@» i «pok2013» BMecTo «remal 3»;

3. Hcnome3yit ABYXITAHYIO aBTOPU3AINIO. DTO KOT/[a IOMUMO MapoJisi HY)KHO BBOJHUTH KO/,
npucbUIaeMblil mo SMS;

4.  BoiOepu CHOXHBIA maponb. [l KaXIOro IMMOYTOBOTO SIIIMKA JIOJDKCH OBITh CBOM
HAaJIeKHBIM, YCTOMUMBBIN K B3JIOMY 1apOJIb;

5. Ecnu ecTth BO3MOXHOCTH HamucaTb CaMOMY CBOM JIMYHBIA BOIPOC, HCHOJB3YH 3Ty
BO3MOKHOCTB;

6. Hcnoms3yil HECKOJBKO IMOYTOBBIX SIIMKOB. I[lepBbIi s YACTHOM MEPENHUCKH C

azipecaTaMM, KOTOPBIM ThI TOBEPSAEIIb. DTO MIEKTPOHHBIN aJApeC HE HAaJ0 UCIOJIb30BATh IPU PETUCTPALIUN
Ha Qopymax u caiTax;

7.  He oTkpbiBaii (ailyibl U ApyrHe BIOKEHHS B MACbMAxX MaKe €CJIM OHH MPHIIIIA OT TBOUX
npys3eit. Jlydiie yTouHu y HUX, OTHPABIISUIN JIU OHU TeOe 3TH (ailibl,

8. [Tocne okoHYaHUs paOOTHI HA TTOYTOBOM CEPBUCE TEPe/l 3aKPHITHEM BKIIAJIKU C CAUTOM He
3a0yib HAXKaTh Ha «BBIATHY.

Kubepbynnune unu eupmyanvnoe uzoeeamenbcmeo

KI/I6Cp6YJ'IJ'II/IHF npeciacaA0BaHNC COO6H_ICHI/I$IMI/I, COACPpIKAITUMU OCKOp6J’ICHI/I}I, arpeccCuro,
3allyTUBaHHUC; XYJIIMTAHCTBO; COIUAJILHOC 60ﬁKOTHpOBaHHC C IMIOMOUIBIO PA3JIMYHBIX UHTCPHET-CCPBUCOB.

OCHOBHBIE COBETHI 110 OOPKOE C KHOEPOYILTUHTOM:

1. He ©pocaiicst B 6oit. JIydmmii crioco0: mMOCOBETOBAThCS Kak ce0si BECTH M, €CJIM HET TOTrO, K
KOMY MOXXHO OOpaTHUTBhCS, TO BHadaje yCIOKOUThCS. ECIM Thl HauHeIb OTBEYaTh OCKOPOJICHHUSIMU Ha
OCKOpOJIEHUS], TO TOJIBKO elle O0JIbIIe pa30kKelb KOH(IHUKT;



2. YpaBnsiii cBoel KubeppemnyTanuei;
3. AHOHUMHOCTH B ceTd MHUMas. CyIIEeCTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 32 aHOHUMHBIM
aKKayHTOM;

4. He crout Bectu Xynuranckuii o0pa3 BUpTyanbHOU ku3HU. IHTEpHET (hUKCUpyeT Bce TBOU
JEUCTBUS U COXpAHAET UX. Y JaluTh UX OyAeT KpaiHe 3aTpyIHUTEIbHO;

5. CoOmrozail CBOXO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyit enuHuuHblii HeratuB. OIHOpPA30BbIE OCKOPOWUTENIBHBIC COOOIICHHS JIydlle
UrHopupoBaTh. OOBIYHO arpeccHst MpeKpaIiaeTcst Ha Ha4YaJIbHOM CTa/Iny;

7.  ban arpeccopa. B mporpammax oOMEHa MTHOBEHHBIMH COOOIICHUSMH, B COLMAJIBHBIX

CETSIX €CTh BO3MOKHOCTh OJIOKMPOBKH OTIIPABKU COOOILEHUH C ONPe/IeJICHHBIX aIpECOB;

8. Ecim Tel cBumerens kuOepOymiauHra. TBou  JOeHCTBUS:  BBICTYHHUTb  NPOTHUB
mpecieoBarens, Moka3aTb €My, YTO €ro ACHCTBHs OILICHHWBAIOTCS HETaTUBHO, MOAJEP)KaTh XKEPTBY,
KOTOPOM HyXHa MCHUXOJIOTMYECKasi MOMOIIb, COOOIIUTh B3POCIBIM O (haKTe arpeCCUBHOTO IMOBEJICHUS B
CETH.

Mobunvuwiii menegon

CoBpeMeHHbIE cMapT(HOHBI U TUIAHIIETH COAEpKaT B ceOe BIIOJIHE B3POCIHbIA (YHKIMOHAT, U
Telepb OHU MOTYT KOHKYPHUPOBAaTh CO CTAllMOHAPHBIMHU KOMIbOTepaMu. OHAKO, CPEICTB 3alllUThl JUIs
MIO/I00HBIX YCTPOMCTB IOKA OU€Hb Majo. TecTupoBaHHE U MOUCK YS3BUMOCTEH B HUX MPOUCXOJUT HE TaK
UHTEeHCUBHO, Kak 11 1K, To e camoe kacaeTcss 1 MOOUIIbHBIX MIPUIOKEHUH.

CoBpemeHHbIe MOOUIIbHBIE Opay3epbl YK€ MPAKTUYECKU JIOTHAJIU HACTOJbHBIE aHAJIOTH, OJIHAKO
pacmmpenue (yHKIIMOHAIA BIICYET 32 CO00I OOBIIYIO CIOKHOCTh U MEHBIIYIO 3aLTUIIEHHOCTD.

I[aJ'IGKO HEC BCC IMPOU3ZBOAUTCIIN BbIIIYCKAIOT 06HOBJ'I€HI/I$I, 3aKPbIBAIOINNEC KPUTUYCCKUC
YA3BUMOCTU IJIAA CBOUX YCTPOﬁCTB.

OcCHOBHBIE COBETHI JIsi 0€30MaCHOCTH MOOMIILHOTO TelieoHa:

1.  Hwuuero He sBiseTCs Mo-HAcTosIIeMy OecraTHbIM. bynb ocTopoxeH, Beab Korja tebe
IpeJuIaratoT OeCIIaTHBI KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKHE-TO TUIATHBIE YCIIYTH;

2. Jlymaii, npexxae yem oTrpaBuTh SMS, hoto wu Bumeo. Tol TOYHO 3HACIIB, T/I€ OHU OYAYT
B KOHEUYHOM uTOTEe?

3. Heo6xo1mnMo 0OHOBIISTH OMIEPAIIMOHHYIO CUCTEMY TBOETO CMapT(OHa;

4. Hcnonp3yil aHTUBUPYCHBIE IPOTPAMMBI 11 MOOUIIBHBIX TeNe(OHOB;

5. He 3arpyxkail npuiaokeHusi OT HEM3BECTHOTO HCTOYHUKA, BEAb OHU MOTYT COAEpXKaTb
BPEJOHOCHOE NTPOrPAMMHOE 00ECTIEUEHUE;

6. Ilocme Toro kak Thl Bbliiemb ¢ caifTa, I7le BBOJWI JIMYHYIO HH(OpMAIUIO, 3aliIu B
HaCTpOWKH Opay3epa u ynamu COooKies;

7. Tlepuoauuecku MpoBepsii Kakue IUIaTHbIE YCIYTH aKTUBHPOBAHbBI HA TBOEM HOMEPE;

8.  Jlamaii cBoii HOMEp MOOMIIBHOTO TenedoHa TONBKO JIFOJSM, KOTOPBIX THI 3HACHIh U KOMY
JIOBEpsielb;

9.  Bluetooth momxken ObITH BBHIKIIOUEH, KOT/Ia THI UM HE TOJb3yelibes. He 3a0biBaii mHOTIA

IIPOBEPSATH 3TO.

Online ueput

CoBpeMEHHbIE OHJAMH-UTPBI  3TO KPAcOYHBIE, 3aXBaThIBAIOIME pPa3BIICUEHUS,
O00BETMHSIONINE COTHH THICSY YEJIOBEK M0 BceMy MHpPY. MIrpoku UCCIenyrOT JaHHBIH UM MUP, OOIIA0TCS
JpYT € APYTOM, BBIIOJIHAIOT 331aHUS, CPAXKAIOTCSA C MOHCTPAMHU U TOJIy4aloT OMBIT. 32 yI0BOJILCTBUE OHU
IUIATST: MMOKYMAIOT JUCK, OTNIAYMBAOT A00OHEMEHT WJIM MPHUOOPETaI0T KaKNe-TO OILIUU.



Bce atu cpeactBa uayT Ha mojjepaHHe W pa3BUTHE UIPHI, a TaKKe Ha caMy O€30MacHOCTh:
COBEpIICHCTBYIOTCS CHCTEMbI aBTOPH3AIMH, BBIMYCKalOTCA HOBBbIE MaTyd (UU(POBBIE 3arlIaTKA s
MporpamMm), 3aKpbIBalOTCs ySI3BUMOCTU CEPBEPOB.

B HOI[O6HBIX HUrpax CTouT OIacaTtbCsa HC CTOJIBKO CBOUX COICPHUKOB, CKOJIBKO KpaXH TBOCTO
mapoJjisd, Ha KOTOpOM OCHOBaHa CUCTEMaA aBTOpHU3aAllUA OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI 110 OE30MaCHOCTH TBOETO HI'POBOTO AKKAYHTA:

1.  Ecnum npyroii urpok BeneT cedst INI0X0 WK CO3/1aeT Tebe HeNPUSTHOCTH, 3a0JI0KUpyH ero
B CITHCKE UTPOKOB;

2. ITloxamyiics aIMHHHACTpaTOpaM HUIPhl Ha IUIOXOE IOBEJICHHE TOT0 WIPOKA, JKEJATEIbHO
MPUIOKUTH KaKHe-TO JOKA3aTeIbCTBA B BU/IE CKPUHOB,;

3. He yka3piBaii 1n4yHyto HHGOpMaIuUIo B npodaiine urpsr;

4. VYBaxail Ipyrux y4aCTHUKOB I10 UIPE;

5. He ycranaBnuBaii HeouMaibHbIe TATYH U MO/IBI,

6.  Vcrnomb3yii CIOXHBIE U pa3HbIE APOJIH;

7. Jlaxxe BO BpeMsl WIPBl HE CTOMT OTKJIKOYaTh aHTUBUpPYC. [loka Tl urpaems, TBOU

KOMITBIOTEp MOTYT 3apa3uTh.

Duwiune unu Kpasica Tu4Hblx ﬂaHHblx

OObIyHON Kpaxkeil JieHer W JOKYMEHTOB CEroJHSl YK€ HUKOTO HE YAMBHILb, HO C Pa3BUTUEM
WHTEPHET-TEXHOJIOTUN 3JIOYMBINUICHHUKHA IEPEMECTUIINCh B HHTEPHET, M NPOJOJDKAIOT 3aHUMAThCS
«JTFOOMMBIM) JICJIOM.

Tak nosiBuIach HOBas yrpo3a: HHTECpHET-MOIICHHUYCECTBA UJIN CI)I/II_HI/IHF, r1aBHasA OECJIb KOTOPOT'o

COCTOMT B IOJNYYEHUH KOH(HICHIMAIBHBIX IaHHBIX IOJB30BaTeNed — JIOTMHOB M mapoieil. Ha
anrimiickoM si3pike phishing umraercs kak ¢ummuar (ot fishing —— peiOHas noBns, password —-
MapoJib).

OcHOBHBIE COBETHI 110 OOPHOE € PUILTMHTOM:

1.  Cnenu 3a cBOoMM akkayHTOM. Ecnu Thl mojio3peBaeliib, 4To TBOSI aHKeTa ObUIa B3JIOMaHa,
TO HE0OX0IMMO 3a0JIOKUPOBATh €€ M COOOIIUTh aIMUHUCTPATOPAM pecypca 00 3TOM KaK MOKHO CKOpEE;

2.  Hcrnonw3yii Oe3omacHble BeO-CalThl, B TOM 4YHCIE, HHTEPHET-Mara3uHOB M IOMCKOBBIX
CHUCTEM,;

3. Hcnonb3yil cioxxHele W pa3Hble mapoiu. Takum oOpazom, ecinu TeOs B3JIOMArOT, TO
3JI0YMBINUIEHHUKY MOJIyYaT JOCTYH TOJIBKO K OJJHOMY TBOEMY NMPOQIIIIO B CETH, a HE KO BCEM;

4.  Ecnu 1ebs B3noMalid, TO HEOOXOAMMO MPEAYNPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOPHIE

no0aBiieHbl y T€OS B JAPY3bsiX, O TOM, YTO TeOS B3JIOMAJIM W, BO3MOXKHO, OT TBOETO MMEHU OyIeT
pacchUIaThCs CliaM U CCHUTKU Ha (PUIIMHTOBLIE CANTHI,

5. VYcranoBu HagexHslii napons (PIN) Ha MoOuIbHBIN TenedoH;
6. OTkIIIOUM COXpaHEHHE MapoJis B Opaysepe;
7.  He otkpeiBaii ¢ailnibl U Apyrue BIOKEHHUS B MUChbMaX JaXKe €CIM OHM MPHIUIA OT TBOMX

npy3eit. Jlydie yrouHu y HUX, OTIPABIISUIH JIU OHU Te0e 3Th (hailiibl.
Hugposas penymayus

[MudpoBast pemyTamusi - 3TO HETaTUBHAs WM TO3UTHBHAs uHGOpManus B ceTd 0 Tebe.
Kommpomerupyromias uHpopMaIus pasMenieHHas B HHTEPHETE MOXKET CEPbe3HBIM 00pa3oM OTPa3UThCA
Ha TBOeW peanmbHON >xu3HU. «[ludpoBas pemyramus» - 3TO0 TBOW HUMHUIK, KOTOpBIH (hopmupyercs u3
nHpopMmaiuu o Tebe B UHTEpHETE.



TBoe MecCTO KHUTEIhCTBA, y4ueObl, TBOE (MHAHCOBOE TOJOKEHHE, OCOOCHHOCTH XapakTepa H
pacckasbl 0 OJIM3KUX — BCE ITO HAKATUTMBACTCS B CETH.

MHorue mnoIpOCTKH JIETKOMBICIIEHHO OTHOCSTCS K MYyOJIMKaluu JUYHOM HHQOpMalUH B
WuTepHere, He NMOHKMMAas BO3MOXKHBIX MociencTBUN. Thl maxke HE CMOXKEIb J0TragaThCs O TOM, YTO
¢dororpadus, pazmerienHas 5 et Ha3al, cTajia IPUIMHON 0TKa3a MPUHATH Te0s Ha padoTy.

KommenTapuu, pa3menienne TBoux QGortorpaduii U qpyrue ASUCTBUS MOTYT HE HCUE3HYTh JaKe
mocje TOro, Kak Thl UX YAalullib. Thl HE 3HACNIb, KTO COXPAaHWJ 3Ty MH(OpPMAIHIO, TONaja JU OHA B
IIOMCKOBBIE CHCTEMBbl M COXPAHMJACh JIU OHA, a IJaBHOE: YTO NOAYMAlT O Tebe OKpyKarollee JIIOMH,
KOTOpblEe HaWIyT M yBUAAT 3T0. HaiiTu mHpOpManuio MHOro JIeT CILyCTsI CMOXET 000 — Kak u3
JOOPBIX MOOYXAEHHUH, TAK U C HAMEPEHUEM IIPUUUHUTD Bpell. DTO MOXKET ObITh KTO YTOJIHO.

OCHOBHBIE COBETHI 10 3alTUTe MU(DPOBOI peryTaIuu:

1. Tlomymaii, mpexzae 4yeM dYTO-TO NyOJMKOBaTh W TepenaBaTh y cebs B Oiore win B
COIMAIILHOU CETH;

2. B mHacrpoiikax mpoQwis YCTaHOBH OTPaHWYCHHS HA MPOCMOTP TBOETO Mpodmis U ero
COJIEP’KUMOTO, CICJIal €r0 TOJIBKO IS Ipy3ei»;

3. He pa3meniaii 1 He yKa3biBaii HH(POPMAIIHIO, KOTOPasi MOXKET KOTO-TH00 OCKOPOISATh WIIH
00MXKaTh.

Aemopckoe npaso

CoBpeMeHHbIE IIKOJILHUKA— aKTUBHBIC T0JIb30BaTeM LUGPOBOro mpoctpaHcTBa. OmHAKO
JaJIeK0 HE BCE 3HAIOT, YTO TIOJIb30BAHWE MHOTHMH BO3MOXHOCTSMH IU(PPOBOrO MHUpa TpeOyeT
COOJTFOICHUS TTPaB HA MHTEJUICKTYAIbHYIO COOCTBEHHOCTb.

TepMUH «HMHTEUIEKTyallbHAasE COOCTBEHHOCTBY» OTHOCUTCS K Pa3IMYHBIM  TBOPEHUSIM
YEJIOBEUECKOr0 yma, HauMHas C HOBBIX W300PETEHMM M 3HAKOB, 0003HAYAIOIMIUX COOCTBEHHOCTh Ha
MNPOAYKTBI W YCIYIM W 3aKaHYWBasA KHHUI'dMU, q)OTOFpa(i)I/IflMI/I, KI/IHO(bI/IJ'II)MaMI/I U MY3BIKAJIbHBIMHA
MIPOU3BEICHUSMHU.

ABTOpCKHE MpaBa — ATO MpaBa Ha UHTEIIEKTYaTbHYI0 COOCTBEHHOCTh Ha MPOU3BECHUS HAYKH,
JIUTEpATypbl MW HCKYCCTBA. ABTOpCKI/Ie ImpaBa BBICTYIIAIOT B Kady€CTBEC TapaHTUU TOro, 4YTO
MHTEJJIEKTYaJIbHBIM/TBOPUECKUI TpyA aBTOpa He OyneT HampacHbIM, JacT €My CIpaBeauBbIC
BO3MOXXHOCTH 3apaboTaTh Ha pe3ysbTaTaX CBOETO TPYJa, IMOJYYHTh M3BECTHOCTH M Mpu3HaHWe. HukTo
0e3 paspellieHusi aBTOpa HE MOXKET BOCIPOHM3BOAMUTHL €r0 MPOU3BEACHUE, PACIPOCTPAHATH, MYyOIUIHO
JEMOHCTPUPOBaTh, IMpoJaBaTh, HMIIOPTUPOBATh, MYCKaTb B TPOKAT, MYyOJIMYHO HCIOIHSATS,
MOKa3bIBAaTh/UCTIONHATH B 3(pupe miu pa3memars B lHTepHeTe.

Hcnons3oBaHue «IHUPATCKOTO» MPOTrpaMMHOIO o0ecreueHusI MOXKET IMPUBCCTH K MHOI'UM
puUCkamMm: OT TMOTCpU JAHHBIX K TBOHUM aKKayHTaM -0 6HOKI/IpOBKI/I TBOCTO YCTpOﬁCTBa, rac
YCTaHOBHCHHBIﬁ HC JICTAaJIbHad IIporpamma. He crout takxe 3a6BIBaTB, 4YTO CYHICCTBYCT JICTAJIBHBIC U
OccrIaTHEBIC IMporpaMmabl, KOTOPLIC MOKHO HalTH B CETHU.

O nopmane

CeteBUYOK.p() — TBOI TJIaBHBIA COBETUMK B CETH. 3/1€Ch ThI MOXKEIIh Y3HATh O O€30MaCHOCTH B
CETH MOHSATHBIM U JOCTYIHBIM SI3BIKOM, & TIPU BO3HMKHOBEHUU KPUTHUYECKOW CHUTyalluu oOpaTHThCA 3a-
COBETOM. A TakKe MPUHATH yU4acTHe B KOHKYpPCaX U CTaTh CaMbIM HU(DPOBBIM TpaxkaaHUHOM!



